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This study investigates how consumers behave when deciding whether to disclose
personal data in smart retail environments. To achieve this, the research adopts the
Technology Acceptance Model (TAM) integrated with trust and privacy calculus
perspectives. Drawing on survey responses from 435 users of smart retail
applications, the results reveal that perceived usefulness, perceived ease of use,
trust, and perceived control jointly influence individuals’ intentions to share
personal information. The empirical analysis shows that perceived usefulness,
perceived ease of use, and trust significantly promote data disclosure intentions,
whereas privacy concerns negatively affect such intentions. Moreover, perceived
control serves a moderating function by reducing the negative effect of privacy
concerns, while trust amplifies the positive influence of perceived control on data-
sharing behaviour. These findings suggest that retailers should emphasise trust-
building mechanisms and provide users with meaningful control over their personal
data to foster higher engagement and participation, consistent with Sustainable
Development Goal (SDG) 9. Additionally, the adoption of data-driven smart retail
technologies contributes to wider sustainability aims, particularly SDG 9 (Industry,
Innovation and Infrastructure) and SDG 12 (Responsible Consumption and
Production), by enhancing inventory efficiency, reducing waste, and supporting
more sustainable consumer choices.

Keywords: Smart Retail (SDG 9, SDG 12); Consumer Data Sharing; Privacy-Trust
Trade-Off; Environmental Sustainability (SDG 12, SDG 13); Digital Transformation
(SDG 9); Green Marketing (SDG 12)

Introduction

Smart retail environments are progressively underpinned by an
integrated set of advanced digital technologies, including artificial
intelligence (Al), Internet of Things (IoT), big data analytics, and cloud
computing (Paramesha et al, 2024). These infrastructures are
complemented by enabling tools such as beacons, facial recognition
systems, radio-frequency identification (RFID) sensors, and smart
mirrors, which collectively support continuous, real-time acquisition of
customer-related data (Kulisz et al,, 2018). Although such innovations
improve operational performance and facilitate highly tailored shopping
experiences, they simultaneously introduce substantial ethical and
behavioural concerns, particularly regarding privacy safeguarding,
consumer trust, and individuals’ perceived control over personal
information.

Within this setting, the privacy paradox provides a relevant
explanatory lens, indicating that individuals may continue to disclose
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personal data despite expressing privacy concerns, largely due to the
perceived benefits obtained in exchange (Norberg et al, 2007). Trust
functions as a pivotal determinant in this relationship: when
organisational data practices are viewed as transparent, equitable, and
responsibly governed, individuals demonstrate a greater propensity to
share information (Olateju et al., 2024). Regulatory instruments such as
the General Data Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA) have further reinforced obligations
concerning consent and transparency (Park, 2019).

The implementation of these regulatory frameworks has significantly
altered societal expectations surrounding data rights, with consumers
increasingly demanding enhanced transparency, substantive control, and
explicit consent mechanisms in data collection and processing activities
(Mantelero, 2014). However, smart retail environments differ from
traditional e-commerce models by integrating physical and digital
domains, often rendering surveillance processes less visible and,
consequently, less detectable to consumers (Bourg et al., 2023). Despite
the expanding scholarly focus on digital privacy, empirical investigations
specifically centred on smart retail contexts remain limited. This study
addresses this deficiency by analysing how perceived value, customer
loyalty, trust, perceived data control, and consent clarity shape
individuals’ willingness to disclose personal data. Additionally,
demographic and technological variables are incorporated to offer a more
comprehensive behavioural interpretation. Through this approach, the
research extends established behavioural frameworks to hybrid retail
settings and provides actionable insights for implementing smart retail
strategies that reinforce trust while minimising privacy-related risks.

In essence, smart retail systems generate a complex interplay between
perceived advantages and associated risks. Consumers frequently value
the convenience, personalisation, and efficiency enabled by Al-driven
solutions; however, parallel concerns emerge regarding the mechanisms
through which data are gathered, processed, and stored (Kazmi et al,
2025). This duality reflects the broader digital transformation of the retail
sector, where physical environments increasingly mirror data-intensive
online platforms. Unlike conventional e-commerce, in-store sensing
technologies and automated decision-making systems operate with
limited visibility (Knof et al., 2024), potentially intensifying perceptions of
surveillance and diminishing perceived autonomy. Prior research
consistently identifies trust as a foundational factor influencing
acceptance of technology-mediated retail systems. When organisations
demonstrate transparency, fairness, and responsible data governance,
consumers are more likely to perceive security and engage in data sharing
(Martin et al., 2020).
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Conversely, ambiguous communication or concealed data practices can
provoke scepticism and resistance, even in contexts where formal
regulatory compliance is achieved. This indicates that frameworks such as
GDPR and CCPA, while essential for baseline protection, must be
supplemented by proactive organisational strategies aimed at cultivating
genuine consumer trust. Notwithstanding these advancements, empirical
research explicitly examining consumer behaviour within smart retail
ecosystems remains comparatively scarce. Existing studies predominantly
focus on online privacy, digital marketing, or general Al ethics, leaving a
notable gap in understanding behavioural responses within hybrid retail
environments that combine physical and digital interactions. The present
study seeks to bridge this gap by investigating how perceived usefulness,
ease of data sharing, privacy concerns, trust, and perceived control
influence individuals’ intentions to disclose personal data in Al-enabled
retail contexts.

To operationalise this objective, the study integrates the TAM, Privacy
Calculus Theory, and Trust Theory into a cohesive analytical framework
for examining contemporary retail behaviour. By synthesising these
dimensions, the research advances theoretical understanding of smart
retail adoption while delivering practical implications for the responsible
deployment of intelligent retail technologies. Furthermore, it supports the
formulation of transparent, consumer-oriented data strategies that
mitigate privacy risks, strengthen trust, and foster enduring customer
relationships. Recent scholarly discourse highlights that the rapid
proliferation of Al-driven technologies within retail has fundamentally
reconfigured consumer-retailer interactions, transitioning them towards
data-centricand algorithmically mediated exchanges. Smart retail systems
continuously capture behavioural data through interconnected
infrastructures, frequently in ways that remain largely imperceptible to
consumers (Liciotti et al., 2016), thereby heightening concerns related to
privacy, autonomy, and informational control.

Although regulatory mechanisms such as GDPR and CCPA establish
foundational standards for consent and transparency, emerging research
suggests that legal compliance alone is insufficient to cultivate meaningful
trust within Al-enabled retail ecosystems (Kulkarni, 2026). Instead, trust
is increasingly shaped by perceptions of fairness, user control over
personal data, and the value exchange offered by smart retail technologies.
Moreover, empirical evidence indicates that the privacy paradox may
persist or intensify in Al-driven environments, as individuals continue to
trade personal information for convenience, personalisation, and
efficiency despite heightened awareness of associated risks (Soni, 2024).
These insights underscore the necessity for integrative empirical
frameworks that concurrently examine perceived usefulness, ease of data
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sharing, privacy perceptions, perceived control, and trust to more
effectively explain consumer behaviour in hybrid retail settings.
Addressing this need, the present study responds to recent calls for
theory-driven research applying TAM and Privacy Calculus Theory within
smart retail ecosystems, thereby offering timely contributions to both
academic literature and practical retail implementation.

Literature Review

The TAM has been extensively applied to explain consumer acceptance
and utilisation of technological systems, positing that behavioural
intention is predominantly determined by perceived usefulness and
perceived ease of use (Davis, 1993). In simple terms, individuals are more
inclined to adopt and interact with a technology when it is perceived to
improve performance while requiring limited effort. Nevertheless,
contemporary research suggests that TAM, in isolation, does not
sufficiently capture behavioural dynamics within highly data-intensive
settings such as smart retail, where persistent data collection, embedded
surveillance practices, and algorithm-driven decision processes operate
across both physical and digital interfaces (Xu et al., 2025). To overcome
these constraints, scholars have expanded TAM by incorporating
additional dimensions, including privacy concerns, trust, and perceived
control, particularly in contexts characterised by personalisation and data
disclosure.

Within smart retail environments, consumers assume a dual role as
both users of technology and sources of data. As a result, their behavioural
intentions are influenced not only by perceived advantages but also by
apprehensions related to privacy risks, organisational credibility, and the
degree of control over personal information. The integration of PCT and
TT with TAM offers a more robust analytical lens for interpreting
consumer behaviour in technology-driven retail contexts. PCT is based on
the premise that individuals undertake a rational evaluation of costs and
benefits prior to disclosing personal data, balancing expected gains
against potential risks. While convenience and personalisation serve as
motivating factors, concerns regarding privacy intrusion and perceived
vulnerability act as inhibiting elements. Concurrently, TT elucidates how
perceptions of ethical behaviour, transparency, and institutional
reliability mitigate uncertainty and promote cooperative engagement.

In smart retail settings, variables such as perceived usefulness,
perceived ease of data sharing, privacy concerns, perceived control, and
trust become particularly critical due to the dependence on technologies
such as Al-enabled cameras, RFID sensors, facial recognition systems, and
smart mirrors, all of which rely on continuous data acquisition.
Accordingly, this study synthesises TAM, PCT, and TT to investigate
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consumers’ intentions to disclose personal information within smart retail
environments. The following sections formulate hypotheses concerning
perceived usefulness, perceived ease of sharing, privacy concerns,
perceived control, and trust, alongside the moderating roles of perceived
control and trust in shaping behavioural outcomes.

Perceived Usefulness and Perceived Relationship with Share Data

Perceived usefulness (PU) denotes the extent to which an individual
considers that utilising a particular system or service will improve
performance or generate superior outcomes (Anaam et al,, 2023). Within
smart retail settings, PU captures consumers’ perceptions that disclosing
personal data results in enhanced shopping experiences, such as tailored
product recommendations, expedited checkout procedures, more
accurate deal matching, and improved decision-making support (Zhang et
al,, 2011). Prior studies consistently establish PU as a key predictor of
behavioural intention in technology adoption contexts. Liang et al. (2006)
demonstrate that personalised recommendation systems increase
perceived relevance and user satisfaction, thereby strengthening
consumers’ willingness to share data. Likewise, Gallery (2024) finds that
hyper-personalisation in online fashion retail enhances perceived value
and engagement, encouraging greater participation in data-driven
services.

Recent empirical research further confirms PU as a critical driver of
data-sharing intentions in Al-enabled retail environments (Gallery, 2024).
Evidence indicates that individuals are more willing to disclose personal
information when they perceive tangible improvements in convenience,
decision quality, and overall shopping efficiency (Leppédniemi et al., 2017).
Al-based personalisation, real-time recommendations, and predictive
support are particularly associated with elevated perceptions of
usefulness, as they provide immediate and contextually relevant benefits
across both digital and physical retail channels. Furthermore, emerging
findings suggest that PU not only has a direct effect on data-sharing
intentions but also operates as a cognitive justification mechanism within
the PCT framework, enabling consumers to rationalise privacy-related
trade-offs (Amashukeli, 2024).

Contemporary studies also highlight that the influence of PU is
especially evident in hybrid retail environments, where digital capabilities
are seamlessly integrated into physical shopping experiences. Consumers
demonstrate a higher propensity to share data when Al-enabled services
are perceived as effortless, highly accurate in personalisation, and
responsive to contextual needs during in-store interactions (Anggraini,
2025). Additionally, growing evidence indicates that PU can attenuate
perceived risks by reinforcing the perceived value exchange, thereby
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framing data disclosure as a purposeful and utility-driven decision.
Collectively, these insights provide strong theoretical and empirical
support for PU as a dominant factor shaping consumers’ intentions to
disclose data in smart retail contexts.

H1: The perceived usefulness of the service is positively correlated
with the intention of the consumers to share data.

Perceived Ease of Sharing and Intention to Share Data

Perceived ease of sharing (PEOS) refers to the extent to which
consumers perceive that the process of providing personal data in smart
retail environments is simple, convenient, and effortless. This construct
extends perceived ease of use within TAM by focusing specifically on the
act of data disclosure rather than the general usability of the technology
itself. Prior literature indicates that consumers often experience cognitive
and emotional resistance when data-sharing procedures are perceived as
complex, time-consuming, or unclear. Conversely, streamlined interfaces,
explicit consent mechanisms, and user-centred design significantly reduce
such resistance and encourage participation. Jai and King (2016) show
that simplified data-sharing processes substantially increase consumers’
willingness to engage in personalised retail services. Similarly, Idrees et al.
(2023) reports that ease of interaction with virtual fitting room
technologies enhances satisfaction and strengthens acceptance of
personalisation systems.

Within smart retail environments, PEOS can be reflected through
intuitive application interfaces, reduced data-entry requirements, and
automated consent features. When these processes are perceived as
straightforward, data disclosure is less likely to be interpreted as
burdensome or risky. This aligns with TAM, where reduced effort
strengthens behavioural intention. PEOS also indirectly mitigates privacy
concerns by decreasing uncertainty and ambiguity surrounding data
practices. When disclosure mechanisms are clear and easy to navigate,
consumers tend to experience greater perceived control and confidence,
which in turn promotes data-sharing behaviour. Recent empirical
evidence strongly supports the role of PEOS in shaping consumers’
willingness to disclose personal data in Al-driven and smart retail
contexts. Studies show that frictionless consent processes, automated data
collection, and intuitive disclosure interfaces significantly reduce
perceived effort and cognitive load, thereby increasing willingness to
share data (Zhang et al., 2026).

In addition, perceived transparency in sharing procedures and reduced
psychological discomfort enhance receptiveness to data-driven
personalisation. Further findings indicate that when data-sharing is
seamlessly embedded within the shopping journey, consumers are more
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likely to perceive disclosure as a low-risk and low-pressure activity rather
than an intrusive process (Culnan & Bies, 2003). Collectively, these results
position PEOS as a critical extension of perceived ease of use, specifically
tailored to disclosure-related behaviour in smart retail settings. El Azhari
and Bennett (2015) further highlight that PEOS is particularly influential
in hybrid retail environments where digital interfaces are integrated into
physical store experiences. Intuitive consent flows, real-time permission
settings, and simplified opt-in/opt-out mechanisms enhance procedural
control and subsequently increase consumers’ willingness to share data.
Moreover, PEOS not only directly affects disclosure intention but also
reduces privacy-related anxiety by minimising uncertainty in data
handling practices (Alashoor et al., 2017). Overall, these findings indicate
that voluntary data disclosure is more likely when consumers perceive the
sharing process as transparent, effortless, and user-controlled, reinforcing
PEOS as a key determinant of data-sharing behaviour in smart retail
environments.

H2: Perceived ease of sharing positively affects the intention of
consumers to share data.

Privacy Concern and Intention to Share Data

Privacy concern (PC) refers to the extent to which consumers are
worried that their personal information may be misused, accessed
without consent, monitored, or otherwise removed from their control
(Hong & Thong, 2013). In smart retail environments, PC is heightened due
to the pervasive and often unobtrusive nature of data collection
technologies embedded within the shopping experience. Existing research
consistently identifies PC as a strong negative predictor of consumers’
willingness to disclose personal information. Su et al. (2022) demonstrate
that although personalisation can offer clear benefits, overly intrusive
targeting and excessive personalisation significantly reduce consumers’
willingness to share data. Within the PCT framework, PC represents the
risk dimension of the decision-making process, whereby individuals
weigh potential losses against perceived benefits prior to disclosing
personal information. In smart retail contexts, technologies such as facial
recognition, location tracking, and behavioural profiling intensify
perceptions of surveillance and vulnerability, thereby amplifying privacy-
related apprehension. Despite regulatory frameworks such as GDPR and
CCPA, consumers frequently remain uncertain about how their data is
collected, processed, and utilised in practice. Consequently, higher levels
of PC are associated with stronger resistance to data disclosure, ultimately
reducing consumers’ willingness to engage in personal data sharing within
smart retail environments.

H3: Privacy issue hurts the intention of consumers to share data.
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Mediating Effect of Perceived Control

Perceived control (PCo) refers to consumers’ perception of their ability
to regulate, manage, and influence how their personal data is collected,
processed, and shared (Xu & Chen, 2025). This includes features such as
consent management tools, data access permissions, opt-out options, and
transparency dashboards that enable users to actively govern their
personal information. Prior research highlights PCo as a crucial factor in
reducing privacy-related anxiety and enhancing acceptance of data-driven
technologies. Similarly, (Rahman et al., 2024) find that transparency and
user control mechanisms improve consumer acceptance of Al surveillance
technologies in physical retail settings. Within behavioural models, PCo
does not necessarily act as a direct determinant of behavioural intention;
rather, it frequently functions as a moderating construct. In particular, it
shapes the strength of the relationship between PC and data-sharing
intention. When individuals perceive that they possess meaningful control
over their personal data, the negative effect of PC on willingness to
disclose information is reduced. In this context, PCo operates as a
psychological buffer that mitigates the perceived intensity of privacy risks,
enabling consumers to tolerate higher levels of perceived threat.
Accordingly, greater perceived control is expected to weaken the negative
association between PC and data-sharing intention in smart retail
environments.

H4: There is a moderating effect between privacy concern and
intention to share data through perceived control where an increase in
perceived control decreases the negative effect of privacy concern.

Belief in the Retailer and Willingness to Share Data

Trust in the retailer (TR) refers to consumers’ belief that a retailer will
manage personal data in a responsible, ethical, and transparent manner. It
reflects confidence in the organisation’s integrity as well as its
commitment to fair and appropriate data practices. Trust Theory (TT) is
based on the assumption that higher levels of trust reduce uncertainty and
promote cooperative behaviour between consumers and organisations. In
this context, TR operates as a key facilitator of data-sharing behaviour by
lowering perceived risk and increasing willingness to exchange
information. Prior research consistently identifies TR as a central
determinant of consumer behaviour in digital and data-intensive
environments. Arora et al. (2024) emphasise trust as a foundational factor
in the adoption of digital marketing practices. Similarly, Rahman (2025)
shows that brand credibility and transparency significantly strengthen
trust in Al-mediated retail interactions. TR is especially critical in smart
retail environments because consumers often do not have full visibility
into how their personal data is collected, processed, or stored. As a result,
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decision-making is largely based on perceived organisational integrity
rather than direct knowledge of underlying data practices. When TR is
high, consumers are more inclined to assume that their information will
be handled appropriately and not misused, even in situations where
complete transparency is limited.

H5: Trustin the retailer has a positive impact on the intention to share
data among the consumers.

Belief Moderating Role on the Retailer

Belief in the retailer (BR) refers to consumers’ overall confidence in a
retailer’s ethical standards, transparency, and commitment to consumer
welfare. This construct enhances the effectiveness of PCo by strengthening
the perceived credibility and meaningfulness of available control
mechanisms. Burkhardt et al. (2022) notes that although awareness of
privacy regulations may improve informed consent, it does not necessarily
translate into trust or positive behavioural outcomes. Similarly, Evans et
al. (2023) argue that privacy-enhancing mechanisms are effective only
when consumers believe that retailers are genuinely acting in their best
interests. Within this framework, PCo is more likely to translate into
behavioural intention when BR is strong. When consumers hold a positive
belief in the retailer, control features such as consent settings and data
management tools are perceived as authentic and empowering rather
than procedural or symbolic. In contrast, when BR is weak, these same
mechanisms may be interpreted as superficial compliance measures,
thereby diminishing their psychological and behavioural influence.
Accordingly, BR is expected to mediate the relationship between PCo and
data-sharing intention, either strengthening or weakening the impact of
perceived control depending on the level of confidence in the retailer.

Hé6: The relationship among perceived control and the intention of
consumers to share data is moderated by belief on the retailer.

Research Methods

The hypothesised model (Figure 1) illustrates the interrelationships
among the key constructs of this study, namely PU, PEOS, PC, PCo, TR, and
data-sharing intention, grounded in TAM, PCT, and TT. The study is
structured around three primary objectives: first, to examine the effects of
PU and PEOS on consumers’ intention to disclose personal data; second, to
evaluate the negative influence of PC along with the moderating role of
PCo; and third, to investigate the role of TR in shaping willingness to share
information within smart retail environments. A positivist quantitative
research design was adopted. All constructs—PU, PEOS, PC, PCo, TR, and
behavioural intention—were measured using a five-point Likert scale
ranging from 1 (strongly disagree) to 5 (strongly agree).



UNDERSTANDING CONSUMER BEHAVIOUR TOWARD DATA 160

No -

Y¥es

Postgraduate and Above -
Bachelor's Degree -
Undergraduate -

46 and Above -

36-45 4

26-35

18-25 +

Female -

Male

o lb ZID 3ID 4ID SID 6'0
%
Figure 1: Demographic Distributions of the Respondents

Primary data were collected from 435 respondents as shown in Table
1 who are active users of smart retail technologies, including Al-based
applications, in-store sensor systems, and augmented reality (AR)
interfaces. Participants were recruited through online retail communities
and e-commerce platforms across metropolitan areas. The dataset was
screened for completeness, and reliability analysis confirmed strong
internal consistency, with all constructs achieving Cronbach’s alpha values
above 0.7, thereby meeting established reliability criteria. The
demographic profile of respondents is presented in Table 2, indicating a
relatively balanced distribution across gender and education levels, with
the majority of participants belonging to the active digital consumer
segment aged between 26 and 35 years. Figure 1 presents the graphical
representation of the demographic characteristics.

Table 1
Demographic Statistics (N = 435)

Variable Category %
Gender Male 47.6
Female 52.4
Age (Years) 18-25 30.3
26-35 47.6
36-45 14.5

46 and Above 7.6
Education Undergraduate 20.0
Bachelor’s Degree 58.2
Postgraduate and Above 21.8
Experience with Smart-Retail Apps Yes 41.8
No 58.2

Source: Author’s own.



161 GHODADRA ET AL

Data analysis was conducted using SPSS 26 and AMOS 26. The
convergent and discriminant validity of the constructs was evaluated
through Confirmatory Factor Analysis (CFA), ensuring that the
measurement model demonstrated acceptable levels of construct validity.
Structural Equation Modelling (SEM) was then applied to test the
hypothesised relationships among the variables. Model fit was assessed
using standard fit indices, including CFI, GFI, TLI, and RMSEA, in
accordance with established threshold criteria (Xia & Yang, 2019). The
results indicated an overall satisfactory model fit. The structural results
showed significant positive effects of PU, PEOS, and TR on data-sharing
intention, whereas PC exerted a significant negative effect. In addition,
both PCo and TR were found to moderate the relationship between PC and
behavioural intention, suggesting that higher levels of control and trust
reduce the adverse impact of privacy concerns on consumers’ willingness
to share data.

In this study, six latent constructs were operationalised based on
established literature in smart retailing, digital trust, and privacy research.
All variables were measured using a five-point Likert scale ranging from 1
(strongly disagree) to 5 (strongly agree). CFA was used to assess internal
consistency and construct validity of the measurement model. Table 3
presents the constructs, number of items, and reliability statistics. PU was
defined as the extent to which consumers believe that sharing personal
data with smart retail systems enhances convenience, personalisation,
and overall shopping satisfaction. This construct consisted of four items
adapted from (Ebadi & Raygan, 2023). PEOS referred to consumers’
perception of how easy and convenient it is to share personal information
when interacting with Al-enabled retail technologies. It included four
items developed by the authors. Sample items included statements such
as: “I find it easy to share my personal information when interacting with
Al-enabled retail technologies”, “The process of sharing personal
information with Al-enabled retail technologies is convenient”, “I feel
comfortable providing my personal information when using Al-based
retail systems”, and “Al-enabled retail technologies make it simple to
share my personal details without complications.”

PC measured the extent of consumers’ concern regarding potential
misuse, unauthorised access, or loss of control over their personal
information. It comprised four items adapted from (Buchanan et al., 2007).
PCo captured consumers’ belief in their ability to regulate, restrict, or
approve how their data is collected and used. This construct included four
items adapted from (Claassens et al.,, 2016). TR represented consumers’
confidence that retailers or smart retail systems will manage personal
data in an ethical, transparent, and responsible manner. It was measured
using four researcher-developed items, including: “I trust that retailers
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using smart retail systems will manage my personal data in an ethical
manner”, “I am confident that my personal data will be handled
transparently by retailers using smart retail systems”, “I believe that
retailers will take appropriate measures to protect my personal
information when using smart retail systems”, and “I feel reassured that
smart retail systems will use my personal data responsibly and in
compliance with privacy standards.” DSI referred to the likelihood that
consumers would voluntarily provide personal data in exchange for
personalised services within smart retail environments. It consisted of
four items adapted from (Kim et al, 2023). Overall, the measurement
model demonstrated strong reliability and validity, with all constructs
achieving Cronbach’s alpha values above 0.70, Composite Reliability (CR)
above 0.80, and Average Variance Extracted (AVE) above 0.50, confirming
internal consistency and convergent validity.

A stratified random sample of 435 users of smart retail applications
was drawn from the city, with participants aged between 18 and 50 years.
This age range was selected as it represents the most active and
technologically engaged consumer segment. Stratified sampling ensured
adequate representation across key demographic groups, thereby
improving the reliability and generalisability of the findings. The study
adopted a quantitative research design, and data were collected using a
structured questionnaire designed to capture consumers’ perceptions of
smart retail technologies. All items were measured using a five-point
Likert scale (1 = strongly disagree, 5 = strongly agree), covering PU, PEOS,
PC, PCo, TR, and DSI.

Data collection was conducted through both online platforms and in-
mall surveys, enabling inclusion of consumers engaging with smart retail
technologies in both digital and physical shopping environments. Prior to
analysis, the dataset was screened for completeness and accuracy to
ensure data quality. Statistical analysis was performed using SPSS.
Initially, Exploratory Factor Analysis (EFA) was conducted to examine the
underlying structure of the measurement items. This was followed by CFA
to assess construct reliability and validity. Subsequently, SEM was
employed to test the hypothesised relationships among the study
variables. In addition, mediation and moderation analyses were
conducted to examine the effects of PCo and BR on consumers’ data-
sharing intentions. This analytical framework extends TAM and PCT by
incorporating TR-related dynamics, offering practical insights into how
marketers can ethically and effectively utilise consumer data within smart
retail environments.



163 GHODADRA ET AL

Result

The findings related to the reliability and validity of the latent
constructs are adequately presented in Table 2.

Table 2
Reliability & Other Factors
Construct Item Code Factor Loading Cronbach’sa CR AVE
Perceived Usefulness (PU) PU1 0.81 0.88 0.90 0.68
pPU2 0.84
PU3 0.79
PU4 0.85
Perceived Ease of Sharing (PEoS)  PEoS1 0.78 0.86 0.89 0.65
PEoS2 0.82
PEoS3 0.80
PEoS4 0.84
Privacy Concern (PC) PC1 0.74 0.83 0.87 0.61
PC2 0.79
PC3 0.77
PC4 0.81
Perceived Control (PCo) PCol 0.76 0.84 0.88 0.63
PCo2 0.81
PCo3 0.78
PCo4 0.82
Trust (TR) TR1 0.85 0.89 091 0.69
TR2 0.87
TR3 0.82
TR4 0.84
Data-Sharing Intention (DSI) DSI1 0.86 0.90 092 0.71
DSI2 0.88
DSI3 0.83
DSI4 0.85

The results focus on Cronbach’s alpha, Composite Reliability (CR), and
Average Variance Extracted (AVE) for all study variables. In addition,
individual item reliability was assessed using factor loading values. It is
observed that all indicators in the model exhibit loadings above 0.50,
indicating acceptable item reliability. Furthermore, both Cronbach’s alpha
and CR values exceed the recommended threshold of 0.70, confirming
strong internal consistency across the constructs. The AVE values are also
above 0.50 for all variables, demonstrating adequate convergent validity.
Overall, these results confirm that the measurement model exhibits
satisfactory reliability and convergent validity.

Discriminant Validity

The discriminant validity of the model was assessed using the Fornell-
Larcker criterion. Table 3 presents the results of this analysis. The findings
indicate that the square roots of the AVE values (diagonal elements) are
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consistently higher than the corresponding inter-construct correlations
(off-diagonal elements).

Table 3
Discriminant Validity - Fornell-Larcker Criterion
Construct PU PEOU PC PCTL TR BISD
PU 0.78
PEOU 0.62 0.80
PC 0.54 0.51 0.77
PCTL 0.58 0.55 0.49 0.76
TR 0.63 0.66 0.50 0.61 0.79
BISD 0.65 0.62 0.48 0.58 0.67 0.78

This confirms that each construct shares more variance with its own
indicators than with other constructs in the model. Therefore, it can be
concluded that the study adequately establishes discriminant validity.

The goodness-of-fit indices are reported in Table 4.

Table 4
Fit Indices for PU, PEoS, PC, PCo, TR and DSI
CFI GFI TLI RMSEA AIC CMIN/df
0.955 0.921 0.948 0.041 512.840 2.360

The results indicate that the Comparative Fit Index (CFI) is 0.955,
exceeding the recommended threshold of 0.90, thereby confirming a
strong model fit. Similarly, the Tucker-Lewis Index (TLI) is 0.948, which
also surpasses the acceptable criterion of 0.90. The Goodness-of-Fit Index
(GFI) is reported as 1.224, suggesting that the model explains the
variance-covariance structure of the data effectively. Furthermore, the
Root Mean Square Error of Approximation (RMSEA) is 0.041, which falls
below the recommended upper limit of 0.08 and lies within the range
indicative of excellent fit (below 0.05). In addition, the normed chi-square
(CMIN/df) value is 2.360, remaining within the acceptable range of below
3.0, which reflects a satisfactory balance between model fit and
parsimony. Finally, the Akaike Information Criterion (AIC) value is
reported as 512.840, providing further support for the adequacy of the
model.

Table 5 reports the SEM results examining the relationships between
the independent variables and DSI in smart retail environments. The
coefficient of determination (R?) is approximately 0.68, indicating that
around 68% of the variance in DSI is explained by the variables included
in the model. The findings reveal that PU exerts a significant positive effect
on DSI (B = 0.312, t = 5.840, p = 0.001), suggesting that consumers
demonstrate a greater willingness to disclose personal data when smart
retail technologies are perceived as useful and beneficial. Therefore, H1 is
supported. Similarly, PEOS shows a significant positive influence on DSI (8
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= 0.271, t = 5.060, p = 0.001), indicating that increased simplicity and
convenience in the data-sharing process enhance consumers’ intention to
share information. Hence, H2 is accepted.

Table 5
Results of SEM analysis

IV and DV (R?) Beta(B) SE t Sig. Hypothesis

Perceived Usefulness — Data-Sharing Intention 0.312 0.0535.840 0.000 Supported
(R*=0.687) (H1)

Perceived Ease of Sharing — Data-Sharing 0.271 0.0545.060 0.000 Supported
Intention (H2)

Privacy Concern — Data-Sharing Intention -0.298 0.048 - 0.000 Supported
6.210 (H3)

Perceived Control x Privacy Concern — Data-  0.217 0.0464.730 0.000 Supported
Sharing Intention (H4)

Trust — Data-Sharing Intention 0.354 0.0497.180 0.000 Supported
(H5)

Belief in Retailer x Perceived Control - Data-  0.196 0.0493.970 0.000 Supported
Sharing Intention (H6)

In contrast, PC has a significant negative effect on DSI (f = -0.298, t =
-6.210, p = 0.001), demonstrating that heightened privacy concerns
reduce consumers’ willingness to disclose personal data. Accordingly, H3
is supported. PCo significantly moderates the relationship between PC and
DSI (B = 0.217, t = 4.730, p = 0.001). The positive interaction effect
indicates that PCo mitigates the negative influence of PC on DSI, thereby
supporting H4. Furthermore, TR exhibits a significant positive effect on
DSI (B =0.354, t=7.180, p = 0.001), implying that higher levels of trust in
the retailer increase consumers’ propensity to share personal information.
Thus, H5 is supported. Finally, BR demonstrates a significant moderating
effect on the relationship between PCo and DSI (8 = 0.196, t = 3.970, p <
0.001), indicating that stronger belief in the retailer amplifies the positive
impact of perceived control on data-sharing intention. Therefore, H6 is
supported. Overall, the results confirm that both direct effects (PU, PEOS,
PC, TR) and moderating effects (PCo and BR) play a significant role in
shaping consumers’ DSI within smart retail environments.

Discussion

This study examined the determinants of consumers’ willingness to
disclose personal data in smart retail environments through an integrated
framework combining TAM, PCT, and TT. The findings offer several
important theoretical and practical insights.

First, PU is identified as a primary driver of DSI. Consumers
demonstrate a higher propensity to disclose personal information when
they perceive clear benefits, including personalised recommendations,
enhanced convenience, and improved shopping efficiency. This finding is
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consistent with prior research (Wu et al, 2025), which reports a
significant positive association between PU and data-sharing intention.
The strong effect observed here underscores the necessity for smart retail
systems to clearly communicate tangible value in order to encourage
participation in data-driven ecosystems. Second, PEOS significantly affects
consumers’ willingness to share data. In line with TAM, when data
disclosure processes are perceived as simple, seamless, and low-effort,
resistance is reduced and participation increases. User-friendly interfaces,
streamlined consent mechanisms, and frictionless interactions contribute
to higher engagement levels. However, existing evidence presents some
inconsistencies. For instance, Kim et al. (2023) identify a discrepancy
between stated willingness and actual behaviour in health data sharing,
where many participants expressed readiness to share data but far fewer
completed the actual disclosure process.

A key theoretical contribution of this study lies in confirming the
moderating role of PCo. The findings indicate that when consumers
perceive greater control over their personal data, the negative effect of PC
on DSI is significantly reduced. Mechanisms such as consent management
tools, data access controls, and opt-out features enhance perceived
autonomy and minimise psychological discomfort. This supports the
argument that PCo functions as a psychological buffer, mitigating privacy-
related concerns. Furthermore, TR emerges as one of the strongest
positive predictors of DSI. Trust reduces uncertainty and strengthens
consumers’ confidence that their data will be handled responsibly and
ethically. This highlights the critical role of perceived integrity, reliability,
and transparency in shaping behavioural intentions. The findings suggest
that retailers must prioritise transparent communication, secure data
practices, and ethical governance frameworks.

In addition, BR significantly moderates the relationship between PCo
and DSI. The results show that when consumers hold strong positive
beliefs regarding a retailer’s ethical standards and transparency, the
impact of PCo on DSI becomes more pronounced. This indicates that
control mechanisms are more effective when supported by organisational
credibility. Accordingly, both procedural control and institutional trust
jointly influence digital consent behaviour. Overall, the study extends
TAM, PCT, and TT by demonstrating that consumer data-sharing
behaviour in smart retail environments is shaped by an integrated set of
cognitive (PU, PEOS), risk-related (PC), and relational (TR, BR, PCo)
factors. Consumers evaluate smart retail technologies not only in terms of
functional benefits but also through complex assessments of risk, trust,
and perceived autonomy. From a practical standpoint, the findings
emphasise that retailers should design data ecosystems that are
transparent, user-friendly, and ethically grounded. Enhancing the
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visibility of data policies, simplifying consent procedures, and clearly
communicating the value of personalisation can increase consumer
engagement. Moreover, robust trust-building strategies—such as secure
data management, explicit consent frameworks, and consistent
communication—are essential for minimising privacy-related resistance.
In conclusion, consumers’ willingness to share personal data in smart
retail environments is governed by a balance between perceived benefits
and perceived risks, moderated by trust and control mechanisms. This
study contributes to theory by validating an integrated explanatory
framework and provides actionable guidance for developing responsible,
consumer-centric smart retail systems.

Implications

Theoretical Implications

This research provides several substantive theoretical contributions to
the literature on smart retail and consumer behaviour. First, it develops a
comprehensive explanatory framework for consumers’ willingness to
disclose personal data in Al-enabled smart retail environments by
integrating TAM, PCT, and TT. Whereas earlier studies have largely
examined these perspectives independently, the present study
demonstrates that PU, PEOS, PC, PCo, and TR function as an
interconnected system influencing consumer decision-making. This multi-
theoretical synthesis advances existing behavioural models by
emphasising the joint role of functional evaluations alongside
psychological and relational dimensions in shaping DSI.

Second, the findings contribute to the ongoing discourse surrounding
the privacy paradox. The results show that, despite expressing concerns
about privacy, consumers remain willing to disclose personal information
when perceived benefits outweigh associated risks. This both reinforces
and extends prior research by confirming that the privacy paradox
persists beyond conventional online settings and is equally evident in
hybrid smart retail environments, where data collection processes are
more deeply embedded and less observable. In doing so, the study offers
important empirical evidence within a context that has received
comparatively limited scholarly attention. Third, the study refines
theoretical understanding within PCT by emphasising the moderating role
of PCo. The findings indicate that PCo mitigates the negative effect of PC
on DSI, thereby reducing perceived vulnerability and enhancing
psychological comfort. This suggests that PCo should be conceptualised
not merely as a static antecedent but as a dynamic psychological
mechanism that reshapes how individuals evaluate privacy-related risks
in smart retail contexts.
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Fourth, the research reinforces the central role of TR as a key
explanatory construct while also demonstrating its interaction with
control-oriented mechanisms. The results reveal that TR not only exerts a
direct positive influence on DSI but also enhances the effectiveness of PCo
through its moderating role. This extends TT by illustrating how trust
interacts with perceptions of control to influence behavioural intentions
within technologically mediated retail environments. Overall, the study
advances theoretical understanding by demonstrating that consumer DSI
in smart retail settings is shaped by the interdependence of technological
beliefs (PU, PEOS), risk perceptions (PC), control mechanisms (PCo), and
relational factors (TR, BR). This integrated perspective provides a more
comprehensive and realistic framework for future research in smart retail
and digital consumer behaviour.

Managerial Implications

The findings of this study provide several important practical
implications for managers and practitioners involved in designing and
implementing smart retail strategies. First, the strong effects of PU and
PEOS emphasise the need to develop seamless, intuitive, and value-driven
digital interfaces. Retailers should clearly communicate how technologies
such as smart mirrors, Al assistants, RFID systems, and in-store
applications enhance consumer experiences through personalised
recommendations, improved navigation, and faster service delivery.
Making these benefits explicit can significantly increase consumers’
willingness to engage in DSI. Second, the significant negative influence of
PC highlights the necessity of adopting a privacy-by-design approach.
Retailers should limit unnecessary data collection, ensure clarity in data
usage explanations, and provide granular consent options. Transparency
can be strengthened through real-time dashboards and notifications that
inform consumers about what data is collected and for what purpose,
thereby reducing uncertainty and perceived risk.

Third, the moderating role of PCo indicates that organisations should
prioritise mechanisms that enhance consumer autonomy over personal
data. Features such as customised privacy settings, opt-in/opt-out
controls for location tracking, and adjustable personalisation preferences
can increase perceived security and willingness to share data. Greater
perceived control reduces risk perceptions and supports stronger
engagement with smart retail services. Fourth, establishing and
maintaining TR should be treated as a strategic priority. Retailers must
consistently demonstrate ethical data practices, strong cybersecurity
measures, and transparent communication across all customer
touchpoints. Trust can be reinforced through third-party certifications,
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visible privacy indicators, partnerships with reputable technology
providers, and regular audits of data governance practices.

Additionally, managers should recognise the importance of balanced
personalisation strategies. The findings indicate that consumers respond
positively to personalised experiences when they perceive clear value and
ethical conduct. However, excessive or intrusive targeting may heighten
PC and result in negative reactions. Therefore, personalisation strategies
should be carefully calibrated to avoid over-collection and over-targeting.
Overall, these insights provide guidance for developing consumer-centric
and sustainable smart retail ecosystems aligned with regulatory
frameworks such as GDPR and CCPA. By implementing transparent,
ethical, and user-oriented data practices, organisations can enhance
consumer engagement, mitigate privacy-related risks, and strengthen
their competitive position in digitally enabled retail environments.

Conclusion and Future Research Directions

This article examines the factors influencing consumers’ willingness to
share personal data in Smart retail environments are increasingly shaped
by Al IoT, big data analytics, and AR technologies. This study employs
TAM, PCT, and TT to construct an integrated framework that captures
both functional and psychological determinants of DSI. The findings
indicate that PU acts as a primary driver, as consumers exhibit a greater
willingness to disclose personal data when clear benefits such as
personalisation and convenience are evident. Similarly, PEOS positively
influences behavioural intention, underscoring the importance of simple,
intuitive, and low-effort data-sharing processes. In contrast, PC exerts a
negative effect on DSI, as concerns related to misuse, surveillance, and loss
of control discourage data disclosure, consistent with the risk-benefit
logic of PCT. A key contribution of the study is the moderating role of PCo,
which attenuates the negative impact of PC on DSI. This suggests that
when consumers perceive greater control over their personal data,
privacy-related concerns become less influential in shaping behaviour. In
addition, TR emerges as a strong positive determinant, reducing
uncertainty and reinforcing confidence in ethical and responsible data
management practices. Overall, the findings highlight that DSI in smart
retail environments is shaped by a dynamic balance between perceived
benefits and perceived risks, moderated by trust and control mechanisms.
The study emphasises the importance of transparency, ethical
governance, and user-centric control features in strengthening TR and
mitigating PC, thereby providing a comprehensive model for
understanding consumer data-sharing behaviour in smart retail contexts.

Future Research Directions
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Despite its contributions, this study identifies several directions for
future research. First, subsequent models could incorporate additional
psychological constructs such as perceived fairness, perceived algorithmic
bias, perceived value of personalisation, and attitudes towards digital
surveillance to deepen understanding of DSI. Second, the present study
concentrates on behavioural intention rather than actual behaviour.
Future research could employ longitudinal designs, behavioural tracking
techniques, or field-based experiments within real smart retail settings to
capture actual data-sharing behaviour over time and assess the
consistency between intention and behaviour. Third, smart retail
environments encompass multiple technologies, including Al-based
cameras, RFID systems, AR applications, chatbots, and automated
checkout solutions, each potentially generating distinct privacy
perceptions. Future studies could adopt a technology-specific perspective
to examine how individual systems independently shape TR and PC.
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